Project 9.0 Preservation of Web Content


[image: image1.png]Recordkeeping Innovation
DELIVERING LASTING RESULTS





GOV 2.0 TASKFORCE
PROJECT 9 REPORT

PRESERVATION OF WEB 2.0 CONTENT
Recordkeeping Innovation Pty Ltd

ABN 14 103 834 911

December 2007
Contents

4Executive Summary


52. Introduction


53.Context


74. What are we trying to manage and preserve?


94.1 The proposition


95. Challenges for preservation and recordkeeping in the digital world


95.1 Technological dependence of digital records


105.2 Digital recordkeeping challenges undermine government accountability


115.3 Lack of leadership by Information Management professionals


125.4 Digital appraisal models


145.5 Why not just keep everything?


155.6 Digital Preservation challenges


165.7 Digital preservation models


175.8 How will records be preserved?


196. What is new with Web 2.0? What new approaches are needed?


206.1 Specific tools, techniques and recommendations


206.1.1 Guidance on what we should care about in web 2.0 content


216.1.2 Blogs


226.1.3 Wikis


236.1.4 Web pages


246.1.5 Twitter


256.1.6 Social media concords


256.1.7 Add on software


266.1.8 Facebook, You Tube, Slideshare, Flickr etc


296.1.9 Collaborative software


306.1.10 Recordkeeping in crowd sourcing projects


316.1.11 Co-authorship


327. Issues involved in engaging with the Cloud


337.1 Privacy, Security


347.2 Disposal of Information


348. The Open Access Agenda


348.1 Data sets


388.2 FOI Proactive Disclosure


41APPENDIX 1: Summary of Recommendations





Executive Summary

This paper explores options for transforming behaviours of government agencies towards the creation, management and access by the public to information.  It draws on recordkeeping standards and practices to provide a framework for appraisal of Web 2 content, identifies emerging technologies for capture and preservation and makes recommendations on how to facilitate better use of Web 2 content.  
Although there are significant challenges to the adoption of Web 2 by government agencies and staff, the paper looks for ways to overcome barriers to participate by government employees, makes recommendations on the governance framework and the development of guidelines and protocols to avoid future problems of access and use of Web 2. The paper seeks ways to extend and expand existing tools and recordkeeping profession protocols in new and clever ways to promote public access and use of government records, making government information more accessible within new emerging standards for a more open access to Government information.
A summary of recommendations is included in the appendix. 
2. Introduction
This paper forms the deliverable for Project 9, Preservation of Web 2.0 Content, commissioned by the Government 2.0 Taskforce, written by Barbara Reed, Recordkeeping Innovation Pty Ltd.
The objectives of the project are to:

· Identify web 2.0 content preservation and recordkeeping challenges;
· Identify local and international best practice examples of web 2.0 preservation; and
· Recommend tools and policies suitable for Australian Government agencies.
3.Context
The context of this paper is provided by the Gov 2.0 Taskforce’s remit to advise government on the opportunities available to the Australian government to reinvent its provision of services in the emerging technology environment of Web 2.0.  The discussion and interest in this area is almost overwhelming in its intensity.  It is on the agenda of governments internationally and is the subject of intense study, debate and interaction between committed individuals globally.  Hardly days go by without new material emerging from this vibrant community, making attempts to comprehensively survey the literature very challenging.

At base the proposition in front of governments is how to re-imagine operating in an environment which actively encouraging different interaction with a citizenry empowered by technology to contribute in ways that are still emerging.  Summarising, Gotze and Bering
 have identified four strands to the confluence meeting in this area:

· A technology revolution: the participatory web;
· A demographic revolution: a generation who have grown up with the web;
· A social revolution: social networking and online collaboration; and
· An economic revolution: networked business models, mass collaboration and the principles of openness, peering, sharing and global action.

At present the involvement of citizens is as the recipient of services and government policy.  Engagement is relatively limited in the process.  Where citizens are the recipients of government services, there are well established protocols for maintaining records of their interaction with government through a system of case-based records.  Automation has dealt with records of such cases with varying degrees of success, vividly illustrated in the Palmer Inquiry into the Circumstances of the Immigration Detention of Cornelia Rau, with disconnected and fragmented information systems contributing substantially to the problems at the base of that case
. For other types of existing community engagement, such as consultation mechanisms, little evidence of the interaction is maintained, as the end product – the approval, the policy or other outcome – is traditionally regarded as the record to be retained for long periods.  The emerging models of social engagement and inclusion indicate that these comfortable assumptions about the role of the community and individual voice in government exchanges will change.  The Gov 2.0 initiatives are based on the assumption of greater openness and sharing of information than is currently the norm.  This will require a substantial rethink of the current access regimes.

The fundamental challenge for government is how to transform deeply entrenched behaviours and structures of government into new and flexible models of behavior embracing characteristics of the new – agility, flexibility, responsiveness and collaboration.

At the base of all the strands of discussion in this wide arena is the importance and power of information.  Previously information has been closely held, a powerful symbol of the tight and exclusive control of government over its operations.  Public access to information has only been embraced by governments in Australia within the last 30 years, through the adoption of Freedom of Information legislation (the earliest of which was 1982).  Prior to that access to public information was a privilege granted through administrative and executive fiat and slowly encompassed within archival or public records legislation, to enable some limited public access to information contained in government records over a certain age. The assumption built into this framework was that the government actors needed to be protected from public scrutiny in order to do their job appropriately.  The passage of time required prior to releasing information meant that all action had been finalized.  Once released, no government actor would be harmed by disclosure of action. Freedom of Information, a part of the administrative reforms of the 1980, sought to overturn these propositions and make government information of all ages open to the public (with exceptions).
The recent attention to Freedom of Information legislation and the diagnosis that the frameworks are in need of substantial revision, across multiple jurisdictions, points to requirements for revised standards of public accountability, including greater citizen interaction.  It also raises the reality of the entrenched political and structural resistance to changing attitudes and approaches on openness and transparency within government, and to the inherent difficulties of effectively addressing these issues. 
The strategic importance of information as the key government deliverable is underlined in the observations of Tim O’Reilly, Mr Web 2.0, a passionate Gov 2.0 advocate: ‘Government is successful as a platform’
.  This notion of building government as an open platform that allows innovation and interaction within and on top of its activities uses the information technology metaphor  being echoed in the information and enterprise architecture frameworks emerging from the major IT vendors, such as Oracle and IBM.  In those information architecture frameworks, information itself is the infrastructure, on which other services and applications are managed – managed separately to the applications built on top of it, and accessible to all applications.  Government has been slowly transforming itself away from being a direct provider of services to the public, such as employment assistance, housing, education, social welfare  to being a monitoring agency of service deliverers contracted to provide services on their behalf.  An inevitable result of this change is a concomitant move to re-position, re-invent and re-value the power of information.

Yet, this is far from a simple matter.  Information strategic planning is increasingly recognized as essential.  The Reinecke report on Information Policy and e-Governance in the Australian Government
, identified the critical coordination role of the Office of Information Commissioner, providing a whole of government approach in managing a complex, distributed environment where multiple agencies have key carriage of aspects of the information agenda.  

We are in an environment where information is emerging as the key strategic resource for government.  Government information is characterized by public assumptions of its reliability and authority.  It is located in diverse systems, enabled by information technology, underpinned by information management requirements. Information is power and as such, responsibilities for the information framework are contested. Multiple disciplines and multiple agencies claim dominion in the space.  

This paper seeks  to identify  appropriate management and preservation strategies for information generated in the Web 2.0 world using understandings from a recordkeeping perspective.   Recordkeeping is fundamentally concerned with proving characteristics such as reliability and authority.  It provides the resources for good governance in all spheres, including information governance itself.  The exploration of preservation and recordkeeping is based on notions of how recordkeeping underpins government accountability, provides authentic and trustworthy records, and facilitates trusted interactions between government and the public. 
4. What are we trying to manage and preserve?
Records are simply evidence of action.

However, to be able to evidence action, records must have the characteristics of:

· Authenticity, or that the information is what it purports to be.

· Integrity, means that the record is complete and unaltered,

· Reliability, or that the contents can be trusted to be a full and accurate representation of the transaction,

· Useability, that it can be located, retrieved, presented and interpreted.

Recordkeeping achieves these outcomes through processes
 of:

· Creation and capture (ensuring that the data object and its context can be identified and therefore managed)

· Classification (linking to the animating reason and owner for the data)

· Linking to previous and subsequent transactions (enabling the telling of the story)

· Maintaining event logs of changes to the data (providing the authenticity, integrity components)

· Determining access and security restrictions and permissions (ensuring that the personal, private or genuinely sensitive is protected)

· Determining how long the record should be maintained (ensuring we don’t waste resources on things we don’t need)

· Auditing and monitoring the outcomes of the processes (continuous improvement).

While these general propositions apply, legislative definitions also constrain and enable what is a document, a record, and a Commonwealth Record.  Because these definitions are pertinent to discussion following, the definitions are reproduced here:

"Commonwealth record" means: 

(a)  a record that is the property of the Commonwealth or of a Commonwealth institution; or 

(b)  a record that is to be deemed to be a Commonwealth record by virtue of a regulation under subsection (6) or by virtue of section 22;  but does not include a record that is exempt material or is a register or guide maintained in accordance with Part VIII. 
(Archives Act 1983, s3)
"record" means a document, or an object, in any form (including any electronic form) that is, or has been, kept by reason of: 

(a)  any information or matter that it contains or that can be obtained from it; or 

 (b)  its connection with any event, person, circumstance or thing. 

Note:    For the definition of document , see section 25 of the Acts Interpretation Act 1901 . 

(Archives Act 1983, s3)

"document" includes: 

 (a)  any paper or other material on which there is writing; 

 (b)  any paper or other material on which there are marks, figures, symbols or perforations having a meaning for persons qualified to interpret them; and 

 (c)  any article or material from which sounds, images or writings are capable of being reproduced with or without the aid of any other article or device. 

(Acts Interpretation Act 1901 s25)

4.1 The proposition
Recordkeeping persists as a core requirement for an information based public sector.  Recordkeeping aims to provide reliable, authentic, useable information generated from actions and maintained to enable re-use of the information and scrutiny of action.  Thus it is a critical component in ensuring key requirements of the redefined role of government:

· It supports accountability and transparency;
· It protects individual, organizational and societal rights and interests;
· It enables the telling (and scrutiny of the telling) of stories; and
· It enables better delivery of services.

Good recordkeeping underpins the capacity of all government agencies to deliver on promises inherent in the emerging Gov 2.0 information agenda.

5. Challenges for preservation and recordkeeping in the digital world
Recordkeeping is complex.  

It is a part of everyone’s job, yet often resisted by the very people who rely on it to do their jobs.

5.1 Technological dependence of digital records
The technology available to deliver recordkeeping has developed from sturdy and robust paper based registry systems which served as document workflow systems for agencies for over 80 years (albeit in debased forms late in that period).  The evolution from those systems involved applying automation to the systems: managing paper based documents in electronic systems.  Recently electronic document and records systems have enabled management of electronic records within the records system itself, but essentially as a direct lineal descendent to the registry system premise.  Three lines of development are occurring, all of which recognize the shortcomings of these systems in the complex information based world of organizations:

· Availability of powerful functionality at the desktop in the form of highly configurable systems overloaded with options.  These systems require very complex set up and very clear internal professional leadership to ensure that the recordkeeping aims are met amongst other, continuously enhanced, functionality offered.  
· An emerging information infrastructure approach is precipitating moves to a uniform storage environment for all content, on which tailorable packaging of functionality is being developed, to be served into multiple systems, increasingly structured as internal service packages.  Such systems are still in their implementation infancy.
· Open source software and software as a service models are being introduced for recordkeeping as well as other business systems.  Such solutions seek to overcome huge licensing costs and commitment to monolithic systems.  They offer opportunities to leverage community expertise by using, changing and improving the open software functionality and redistributing it to others for their benefit.  But, they bring with them a different set of problems around organizational competence to manage such systems, ownership of data, and contractual arrangements.

Some records and information needs to last longer than the systems in which they were initially created, captured and/or managed.  Models which rely on proprietary and closed models are increasingly being recognized as not meeting requirements. But managing the transitions is not easy. System life cycles are somewhere between 5-10 years.  For electronic records and information this means that attention to defining and implementing robust structures which will enable transfer between systems is critical.  Migrations between systems are currently ad hoc, poorly defined, badly specified and often done at the discretion of the inheriting vendor.  

Recordkeeping is fragmented in agencies now and indications are that this will increase before it decreases.  Automation is being applied to business lines.  At present the functionality required to support the specific business line is built into the purpose built/selected system.  In the best of situations, recordkeeping analysis is done and the results incorporated into requirements to make and keep records of actions.
 In the absence of a comprehensive and implemented organizational recordkeeping infrastructure, management of records beyond the life of a specific system is, at present, hit and miss.

5.2 Digital recordkeeping challenges undermine government accountability
Recordkeeping is a mix of the downright operational and the highly strategic.  Often the latter is overlooked in pursuit of the very real complexities of achieving the operational
.

‘Wherever corruption and a failure of accountability are found, an associated failure in recordkeeping practices is, almost invariably, identified as part of the cause.’
  This statement is no less true today than when it was written 5 years ago.  Repeated examples across all States and the Commonwealth, provide recordkeeping professionals with key allies in the accountability fields monitored by Information Commissioners, Privacy Commissioners, FOI Commissioners, Auditors and the like.  Records and information management standards exist, and continue to evolve, and are increasingly used by accountability professionals to measure the impact and risk of information and records management performance on government outcomes.  

As transparency and openness increases in the Web 2.0 world, the importance of being able to trace the evolution of action will become more, not less, important.  It needs to be built into a robust framework which is rigorously applied across all sites of government interactions, including those directly involving citizens.  The challenges already evident in dealing with digital records will continue to grow more complex in a Web 2.0 world.
5.3 Lack of leadership by Information Management professionals

Recordkeeping professionals, generally speaking, are risk averse.  While they are now creeping into the professional language, risk based approaches to recordkeeping have not been the norm.  As a result, the negative, lock down mentality persists in response to unknown and emerging technologies providing a barrier to including the recordkeeping professionals being appropriate players at the strategic information management table.

Recordkeeping and information management professionals can be resistant to change.  Systems come and systems go, but the requirements for records as authentic and reliable evidence of action outlasts specific system requirements.  In the face of this reality, recordkeeping professionals stick to what they know, often seeing the world through a narrow EDRMS focused viewpoint.  They are neither actively involved nor encouraged to be.  As a result they are often seen as inhibitors to change.

In summary

· Recordkeeping has a bad public image, even within the bureaucracies it serves.  Its image has not been re-invented to enable the core continuing responsibilities to be translated into the Web 2.0 world.  Leadership in advocating, enabling and enabling adoption of Web 2.0 techniques is unlikely to come from within the recordkeeping discipline, which is far more likely to dwell on the risks and perceived dangers of such interaction.
· Recordkeeping is seen as, and often operates as, an inhibitor to innovative information practice.  It epitomizes the ‘command and control’ attitudes of an unreconstructed bureaucracy. These approaches will not work with web 2.0 technologies which fundamentally involve removing restrictions to the sharing and use of information, encouraging participation, moving to a non-authoritarian and collaborative public sector.
· Recordkeeping is dismissed as concerned only with EDRMS (electronic document and records management systems).

· The skills and strategic capacity of the recordkeeping professionals are not at the standards required by the emerging information agenda.

· Recordkeeping as a consequence is dismissed, rather than re-invented, as a key operator in the emerging information agenda. 

Recommendation: Sustained effort is required to engage information management professionals (particularly recordkeeping professionals) in web 2.0 paradigms, including training, promoting the use and benefits of Web 2.0.
5.4 Digital appraisal models

So, what should we preserve?

Most professional practice in the area of determining what to preserve is currently focused on selecting from an existing corpus of records and information.  Thus it is essentially a retrospective process.

Some attempts have been made to reposition the concepts of appraisal to focus more on what needs to be created and captured to evidence action.  This operates at a highly granular level within individual work processes.  A similar repositioning of determinations on what to preserve can be seen within the archival technique of macro appraisal
 which seeks to analyse and prioritise preservation actions on the records resulting from specific government functions and activities.   

As the nature of government changes in the web 2.0 world, with its more fluid interactions between private and public, exploration of new techniques to determine what to actively manage are needed.  The ‘important’ records will not necessarily reside only with governments. Alternative approaches could build on existing experiments with the macro appraisal approach.  For example, we could prioritise social concerns.  We could engage the public, through the collaborative web 2.0 technologies, in determinations of priorities for the public record.

Test propositions could be devised, which identified the really big social issues for which we need to ensure detailed documentation.  The beginnings of such a list might be:

· Environmental impacts and sustainability

· Nuclear fuels and waste

· Land use

· Water availability and use 

· Who are the citizenry of Australia

With such a list, resources from both within the domains of government action, but more broadly involving public, academic and private resources could be compiled as ‘the public record’ in new ways.

The mantra in the current technology world is that everything can be kept.  Some counter views to this are emerging.  From Barrack Obama, President of the United States of America, we have warnings to school children about what to post on their social network sites for fear it could haunt them for the rest of their lives.
  In a more scholarly domain, Viktor Mayer-Schoberger argues that we need to build in automatic destruction dates to information to counter the prevailing keep everything paradigm, and to re-enable the capacity to forget.

Recommendation:  That new and innovative approaches to determining what to retain are developed to suit a more inclusive and complex public domain.

5.5 Why not just keep everything?
There is a commonly held view, enhanced by the easy availability of storage, that digital records and information no longer need to be destroyed, but can be maintained indefinitely.  This view is enhanced by the free availability of services offering huge amounts of storage, such as Google mail.  In addition to the technical problems (discussed in section 5.6 below), this view ignores the fact that some records and information has a finite life. There are legal and operational requirements to destroy some information.  As a general privacy protection, records and information containing personal details are only authorized for the purpose the details were originally provided.  Retention beyond that original purpose presumes some form of future use, which would be in breach of this basic principle. 
Virtual heaps of unmanaged and uncontrolled records and information provides no operational advantage to organizations and indeed, exposes them to considerable risk.  If records and information is available, it can be required for production in the event of a lawsuit, even when it could legitimately have been destroyed. The advent of the legal trend focusing on aggressively targeting organizations through their unmanaged email and other records, is emerging as a legal tactic in the aggressive e-discovery market in the United States of America.
  

The costs of preserving digital information in useable form is not a cheap activity.  A number of costing models are emerging.  One, devised in 2005, estimates that the cost of preserving useable information will be at least 3,350 euros for every distinct form of record (and perhaps considerably more), plus at least 33 euros for each item.

The ‘keep it all’ model presumes that things will be able to be retrieved, if every required, by the application of ever more sophisticated search engines.  Reports from information discovery research indicate that retrieving specific information is context dependent.  Thus search engines running across content, even with searches constructed by highly literate and knowledgeable people, will probably fail to retrieve all relevant records.

Case Study: Retrieving relevant digital records relying on search

In the legal case in question, one concern of the lawyers was an accident that had occurred and was an object of litigation. The lawyers wanted all the reports, correspondence, memoranda, and minutes of meetings that discussed this accident. Formal queries were constructed that contained the word ‘accident’ along with the names of the [city] where it occurred. In the search for unretrieved relevant documents, the experimenters later found that the accident was not always referred to as an ‘accident,’ but as an ‘event,’ ‘incident,’ ‘situation,’ ‘problem,’ or ‘difficulty,’ often without mentioning the relevant proper name – the name of the city in which it occurred. The manner in which an individual referred to the accident was frequently dependent on his or her point of view. Those who discussed the event in a critical or accusatory way referred to it quite directly – as an ‘accident.’ Those who were personally involved in the event, and perhaps culpable, tended to refer to it euphemistically as, inter alia, an ‘unfortunate

situation,’ or a ‘difficulty.’ Sometimes the accident was referred to obliquely as ‘the subject of your last letter,’ ‘what happened last week was . . .,’ or, as in the opening lines of the minutes of a meeting discussing the issue, ‘Mr. A: We all know why we’re here . . . .’ [the words ‘accident’ and the name of the city were not used at any time in the meeting either]. Sometimes relevant documents dealt with the problem by mentioning only the technical aspects of why the accident occurred, but neither the accident itself no[r] the people or place involved. Finally, much relevant information discussed [contributing factors in] the situation prior to the accident and, naturally, contained no reference to the accident itself.

Research of David Blair,  ‘Language and Representation in Information Retrieval’ quoted in George L. Paul and Jason R. Baron ‘Information Inflation: Can the Legal System Adapt?’ Richmond Journal of Law & Technology Volume XIII, Issue 3 http://www.law.richmond.edu/jolt/v13i3/article10.pdf  
Keeping everything is the lazy (and risky) way of avoiding the problems of destruction.

5.6 Digital Preservation challenges
Digital records are hard to maintain over time.  The primary problem is one of obsolescence at various layers of software and hardware dependency:

· media obsolescence – who remembers the 5” floppy, 

· hardware obsolescence – who has a machine that can read the 5 ¼” floppy, 

· operating system dependency – who remembers the Wang OIS operating system, and 

· software and format dependency – Wang used its own closely held proprietary word processing and other systems, and saved documents into its native format.   

So, accessing a word processing document written on a Wang word processing PC from the early 1980s is challenging indeed.  And this is a simple document.  Multiplied by the complexity of linked databases containing embedded calculations and filters, in particular proprietary form, the problem becomes even more formidable. Web 2.0 records will face even greater challenges because of its inherently disaggregated nature, its informality, and its use of technologies in the public space.
To overcome these difficulties, three major non exclusive approaches have been defined to date:

· Emulation: making a computer of today behave as if it was the computer on which the digital object was created, through complete system emulation, or by importing readers

· Migration: moving the digital objects forward through successive generations of software (while documenting the process and retaining the base resource for authenticity purposes)

· Conversion: determining that a limited number of open, standards-based formats, or a single proscribed format, will be maintained over time and converting the objects to that/those formats.

5.7 Digital preservation models

All digital preservation models assume that the digital object is worth preserving.  
Two dominant approaches are taken to digital preservation, best exemplified in the approaches to preserving web pages.  
· The first is the unfiltered collecting or harvesting of the web.  The Internet Archive uses this type of approach.  No permissions are sought for the web trawling and legal issues are dealt with by applications to remove pages which are almost always granted without dispute.  (No attempt to appraise)
· The second approach is a modification of this approach, to apply some selective criteria to web harvesting.  Examples might include filtering by domain names, such as gov.au.  Such approaches are more typically the strategy adopted by National Libraries. (selective appraisal)
A third, not really prominent model might be a deposit model, where individuals could register their sites for preservation action. (Self-selection appraisal)
5.8 How will records be preserved?
Almost all the digital preservation models are based on a custodial model.  That is, the digital resources to be managed are brought within a digital repository designated as a long term preservation facility.  These are commonly structured according to the protocols outlined in Open Archival Information System (OAIS) Reference Model, now ISO 14721.  The whole proposition of this model is based on the existence of a third party who takes on responsibility for long term preservation, using a set of negotiated arrangements on access and deposit very similar to the deposit paradigm of physical collections.  While the prevailing model, this custodial view is not the only approach, and some might argue that it is a web 1.0 approach to the problems, bringing the resources into an environment of strict control in order to achieve te desired outcomes.  

Such custodial approaches to digital preservation are countered by the growth of multiple discipline specific efforts to archive discipline knowledge.
  These initiatives are potentially fragile, but spring from the concern of committed professional communities.  In particular the science community is supporting many such initiatives.  These approaches are more akin to the bazaar approach of the web 2.0 world than the cathedral approach of the custodial model.
 

Different disciplines have quite valid and different requirements for digital preservation (see boxed case study).  The emergence of a singular ‘digital preservation’ community has tended to stress the discipline approach of the digital library world as the most numerically prominent and dominant players.  This does not always provide the necessary articulation of the recordkeeping concerns for authenticity, reliability, integrity.  However, it is undoubtedly the case that the concerns of recordkeeping professions are highly relevant in digital preservation work – unfortunately often reinvented rather than building from the known disciplinary understandings of relevance. 

Case Study: Disciplinary approaches to digital preservation
…in the mid 1980s I played a computer game, on an Apple IIe computer…

….If we wanted to ‘preserve’ this game, as a library, we could obtain the logical design we wanted together with the rules and options of play in ASCII text that will be easy to read even 50 years from now.  

If we wanted to preserve the game as a museum, a video of me playing the game and an Apple IIe would probably best document the experience, but the video would need to be migrated to new media and formats to be usable in 50 years.

If we wished to preserve the game as an archive, the record of my actual ‘moves’ and their consequences would need to be preserved in a way that was directly tied to the actual game I played; these would be represented independently of the technology in which I played the game.

If  we are interested in preserving the game as functional software, we might adopt a strategy of emulating its operating environment, permitting me to play the game again, but if I did this, it would certainly be with different moves than when I played then’

David Bearman, ‘Addressing selection and digital preservation as systemic problems’ in ed Yola de Lusenet and Vincent Wintermans Preserving the Digital Heritage: Principles and Practices, Netherlands National Commission for UNESCO, June 2007

The challenge of digital preservation has been adopted internationally by a small but networked community of professionals.  Europe and the UK, with generous research funding through the European Union's Framework Programme for Research and Technological Development, have recently taken the lead in the area.  With comparatively miniscule (research and operational) funding, Australasia has consistently punched well above its weight, often through intellectual leadership.  Exemplar projects include:

· Pandas, the web harvesting tool from the National Library of Australia.
· Web Curator, originally developed at the National Library of New Zealand.
· Xena, the National Archives of Australia’s format converter supporting digital transfer.
· VERS, format encoding standard developed by the Public Record Office of Victoria.
Successful models of cooperation have been established within the European community, particularly through Digital Preservation Europe, with powerful allies and supporters and a mandate to undertake advocacy on the part of the community.  DPC has conducted a number of innovative activities, including:

· A series of You Tube videos featuring Digiman, a digital superhero

· An annual preservation challenge issued to interested parties to initiate innovative approaches to digital preservation issues.

Recommendation: Innovative ways should be explored to identify and engage a broader community in the challenges of digital preservation.
6. What is new with Web 2.0? What new approaches are needed?
Into this already complex world, we need to add the latest wave of technological innovation,  Web 2.0.  As the results of other Projects in the Task Force suite have demonstrated, innovation in adopting Web 2.0 initiatives is happening.  However these instances, and the reported international examples reported in the literature, are at early stages of their adoption as tools for doing business. With the exceptions of initiatives located in archival authorities, thinking about information management issues is not on the agenda of the staff undertaking these in

initiatives. Only one book relevant to recordkeeping and the web 2.0 paradigm has emerged to address the challenge, and its conclusions are hesitant and contested.

In many organizations staff are refused access to social media in the workplace. Recent market research indicates that bans are increasing in organizations, not decreasing.
  Sites such as Facebook, Twitter are commonly blocked from access in the organizational firewalls and internet filters. Fears that lead to such behavior include: workers spending unproductive paid time in inappropriate use of technology; security fears that access to these sites increases an organisation’s vulnerability to hacking or attack,
 fears that staff might access inappropriate content such as pornography, or inappropriately release organizational information.  While these concerns may be mythical or real, the reality is that to engage with Gov 2.0, organizations must be far more open to connected usage of such applications.

The recent issue of Australian Public Service Commission’s Circular 2009/6:  Protocols for online media participation
 underscores the approach that social media use by public servants should follow existing good practice guidelines.  The approach, which can be summarized as letting people do their jobs, with common sense and a clear ethical duty outlined in all dealings with the public, is an appropriate response. A similar highly pragmatic and permissive set of guidelines has been issued in New Zealand, who took an early initiative in providing such guidance.
  Excessive risk aversion might lead to a fear that  a record of every interaction of a public servant should be captured as a record, is inappropriate.  Suggestions of best practice include asking employees themselves to write a binding agreement on their use of social media.  

Organizations are also increasingly seeking to monitor what is said about them in social media spaces.  This is a part of the public relations or communications role of the organization.  Tools are available to enable this type of monitoring to take place, ranging from aggregators and RSS feeds, to searching twitter streams.  A fine guide to monitoring has been published by the New Zealand government.
  The extent to which the organization will want to maintain an ongoing record of this activity is the same decision that it makes about monitoring its public presence in the news through similar monitoring services.  Unless something raises concern and sparks action there is no general need to maintain a record of such monitoring for more than a short period (the National Archives of Australia’s general disposal guidelines, Administrative Functions Disposal Authority, Class 1045 suggests destroy when reference ceases).
Recommendation: Templates and models should be developed to guide agencies in establishing agreements with employees on their management of records and information generated through the use of social media.
6.1 Specific tools, techniques and recommendations

6.1.1 Guidance on what we should care about in web 2.0 content
To determine what should be preserved, the critical question becomes, ‘what should we care about?’  How do we know which records should be preserved?

Simple tools are required to guide decision making by individuals working in social media.  Simple flowcharts might be appropriate, asking questions such as:

· Are you acting in an official or personal capacity?
· Are you representing the organizational view explicitly? That is, have you authority as an official spokesperson, or are you acting in a private capacity?
· Are you providing advice? Legal binding information or potential commitments on behalf of the organization?
· Are you contributing to a discussion?
· Will the comments and discussions be used to form an opinion about an issue in your workplace?
The flowchart should then lead individuals to concrete and implementable actions to ensure that those things for which it is important to maintain an organizational record are incorporated into formal agency systems.

The decision tree developed by the Digital Preservation Coalition could be used as a model: 
http://www.dpconline.org/graphics/handbook/dec-tree-select.html
Recommendation: Simple flowchart decision tools should be developed to guide individuals in determining which of their Web 2.0 interactions should be preserved, and what capture mechanisms are appropriate.
6.1.2 Blogs
There are increasing numbers of discussions on the preservation of blogs.  Blogs are, at least in part, an extension of the older idea of a diary.  Thus, many collecting institutions such as libraries are concerned to ensure that blogs are preserved, and that the internet phenomenon of blogging  (the blogosphere) is recorded.

Research into preservation of blogs is being carried out by Carolyn Hank, Laura Sheble and Songphan Choemprayong at the School of Information and Library Science, University of North Carolina at Chapel Hill.
  In particular they are issuing advice on potential selection criteria for institutions wishing to collect and archive blogs.  Essentially defining a self selection model, the recommendations from this project are that individuals:

· duplicate blog content, 
· ensure that the identity of the blogger is known and documented (in cases where pseudonyms are used), and 
· ensure that the content is understandable.

Blogs become more complex when individuals are blogging about their work.  Then, the issue becomes one of appropriateness of content, and who owns the resulting product.  These are the issues that the APS Guidance (referenced above, footnote 19) addresses.  Attempting to control individuals in their exercise of free speech is inappropriate and a potential violation of privacy.  But at the same time, individuals need to follow acceptable practice guidelines.
If your employees use organizational blogging software or organizational space to host the blog, who does the content belong to?  Establishing this up front will protect both parties. The text box below presents some potential content for such agreements:

“A rich copy of the contents of the blog will be made available to UKOLN (my host organisation) if I leave. Note that this may not include the full content if there are complications concerning third party content (e.g. guest blog posts, embedded objects, etc.), technical difficulties, etc.

“Since the blog reflects personal views I reserve the rights to continue providing the blog if I leave UKOLN. If this happens I will remove any UKOLN branding from the blog.”

Kelly, 2009

For some organizations maintaining blogs conducted by their staff is going to be more important than others.  Scholarly organizations or research institutes are particularly likely to need to enter into agreements with staff, and organize some formal digital preservation arrangements for blogs.  This does not apply to every organization.

There are a growing number of tools available for preserving or protecting blogs.  These include:

· Archive Press: (UK based JISC funded project which is aiming to design a harvester to archive blogs - Scripts/plugins to enable WordPress to be used as a blog aggregator and archiving engine. Currently in preparation on Google Code.) http://archivepress.ulcc.ac.uk/
· Bloggler (blog back up): http://www.bloggler.com (commercial site)

· Blog backup online: http://www.blogbackuponline.com (commercial site)

· Blogbackupr: https://www.blogbackupr.com (commercial site)

· Archive It:  http://www.archive-it.org/ (subscription service from the Internet Archive)

Recent discussions include consideration at the Library of Congress where participants imagined a plug in service to blogging software which would allow bloggers to archive what they have been doing by selecting from a number of archives options (eg Internet archive, but there is no reason that this could not be another collecting library, or an organizational archive).
  

6.1.3 Wikis
Wiki software is a type of collaborative software.  The protocols render the content as linked web pages.  Preservation practices suited to the web environment are also suited to managing wikis.  Wikis are often deployed within the organizational boundaries to encourage collaborative authoring of documents.  Their use is not restricted to in-house instances, as evidenced through the massively successful Wikipedia.  Wikis are also being considered as means of sharing the development of government policy documents into the future.  The ownership of the Wiki is fairly straightforward.  The ability to set terms and conditions which should include guidance on ownership of content, editing rights, decisions on access, retention etc should be established before any wiki software is deployed outside the organization.

6.1.4 Web pages
Considerable public advice has been issued to agencies on management of websites as records, and their preservation options.  The National Archives of Australia and the National Library of Australia are the two institutions predominantly concerned with managing websites as long term artifacts.  

Recent projects have renewed attention to web sites.  The JISC PoWR
 project has identified the following risks and issues for websites:
· Frequency of changes to websites (including lack of evidence of change).

· Quantity and range of resources.

· Continuity – the persistence of material at a given URL or location.

· Integrity of web resources.

· Ownership.

· Database driven and Deep Web sites – the ability to access and capture these.

· Streaming and multimedia – quality and quantity.

· Personalised websites – potentially unlimited combinations of ‘views’.

· Third-party websites – access and recording.

· Selection.

· Providing access.

· Resourcing.

Records managers rather fondly hope that content management systems powering web pages will act as a defacto recordkeeping system.  Some do support the capacity to roll back pages to a particular time, so that we can know what the public was able to access on a particular day – particularly important to prove who said what, when, and the commitments or obligations resulting from these statements.  It was also hoped that EDRMS systems would be the primary source of the web site content, and that the EDRMS technology could then assume the responsibility for preservation and management of the web content.  Generally speaking these strategies work for the more static types of web pages which are akin to publications.  Transactions undertaken on the web also need to be preserved in business transactional systems.
The National Library’s Pandas software regularly crawls and harvests the web on a very selective basis, to essentially mirror the capture of publications in the paper world.  The expectation has always been agency recordkeeping systems would maintain those web resources that needed to be managed as records, which would in time be transferred to the National Archives of Australia.  The National Archives reports that very little in the way of web records have been transferred to date, putting this strategy and its conclusions into doubt.
 The National Archives could undertake its own web harvesting to redress this, but this is a function that is not resourced. While this is not an optimum solution for the problem, it would, at least, address the issue in the short term.

JIS PoWR recommends three primary strategies for web resource archiving:

· Whole of domain harvesting 

· Selective harvesting

· Migration.

Software available for harvesting includes:

· Pandas from the National Library of Australia

· Web Curator, originally developed by the National Library of New Zealand

· Services procured from third parties, such as the Internet Archive

National Archives of Australia has published guidance in this area, and although the Guidance is now some 8 years old, it retains much of its validity
. 

Recommendation: The National Archives should be resourced to undertake web harvesting targeting records of government agencies.

6.1.5 Twitter 
Twitter, or microblogging has become one of the more popular social media activities. It has moved beyond the 140 characters of trivia to serving a genuine purpose in disseminating information in real time.  Instances of the power of the twitter feeds in informing citizenry include the Victorian Bushfires of the summer of 2009 and the elections in Iran.

Add on tools to the basic twitter offering are being developed constantly, and a number of the services offered are aimed at the personal user.  Services such as
:

Tweetake (exporting tweets to Excel document) http://tweetake.com/
TweetBackup http://tweetbackup.com/
TwitterBackup http://johannburkard.de/blog/programming/java/backup-twitter-tweets-with-twitterbackup.html
FriendBackup http://jameswilliams.be/blog/entry/103
TwitterXML http://tweetcrunch.com/2008/07/26/backup-your-friends-and-followers-on-twitter/
TwiterSafe http://twittersafe.com
Other options include creating publications from Tweets, as was done for tweets recorded at the Open Government Innovation Conference http://www.scribd.com/doc/18172736/Open-Government-and-Innovations-Conference-TweetBook
6.1.6 Social media concords
The UK Cabinet Office has developed an interesting model for the use of Twitter, which sets out what the agency will undertake to do in the specific media, and what subscribers to the service can expect from the agency.
  This guidance provides a potential model for agencies wishing to engage with all types of social media.    A similar set of end user/agency expectations and commitments could be devised for all social media spaces in which the agency participates.  This type of approach establishes certainty, and could also be expanded to include statements of ownership of the data and management practicalities.

Recommendation: A set of model concords should be established by agencies detailing what end users can expect from the agency use of particular social media tools and the information contained within these uses. 
6.1.7 Add on software 
Many of the instances of the software cited in the sections above are specific instance services written to achieve small and specific outcomes.  At the moment the existing services designed as add ons for Twitter and Blogs look quite fragile. Some are written as offerings by individuals, others are the products of research projects.  There are some commercial services.  But there is no guarantee of their lasting any period of time and they may disappear quickly.  Success is built on uptake.  To the extent that they are providing a desired outcome which is independent of the service itself, it does not matter that they are likely to be transitory.
However, these services, built in the web environment, show the commencement of the web services world.  Over time these small, independently created services, each designed for a specific purpose will be able to be built (over time) into sustainable service oriented architectures.  These services, plugged into social media (and potentially enterprise applications) undertake recordkeeping services.  We might imagine recordkeeping and preservation services such as format checking, automatic format migration, capture services etc to add onto enterprise systems.
Recommendation: National Archives of Australia should maintain an up to date listing of recordkeeping and preservation services applicable in multiple social media and other spaces available for agencies to use in enhancing the management of their social media (and potentially over time, other) records.
6.1.8 Facebook, You Tube, Slideshare, Flickr etc
Such social media sites are widely used to disseminate information about government and other organizations. They are valuable services from the dissemination perspective and are used because that is ‘where the people are’.  However, they should never be used as a preservation mechanism and copies should always be securely stored within an organisation’s own information resources.

The closure of the once popular ‘Geocities’ in October 2009 with the consequent outrage of its user provides a great illustration, both of the issue and the web 2.0 community response.  Community challenges to Facebook’s terms of service are reasonably common.  The ownership of the data on social media sites often resides with the service provider, not the individual, whatever they may think.

Case study: Geocities: no longer under construction.

Charles Arthur Monday, Technology Blog, The Guardian http://www.guardian.co.uk/technology/blog/2009/oct/26/geocities-dead-but-not-lost

The hosting service that spawned a million "Under Construction" signs has been shut down. What's next on the web's endangered list?

Geocities is dead. Gone. Kaput. It's joined the choir invisible and...
Anyway. Geocities, founded in 1994, was one of the first build-your-own website schemes, one which created a zillion grim-looking white-text-on-black-backgrounds-with-stars efforts, and two zillion "under construction" signs. Yahoo bought it in 1999 for $3.6bn in stock. Joining was free, and you could get a princely 15MB of web space; it's claimed that it was, at one stage, the third most-browsed site on the web. Even this March it still recorded 11.5m unique users - though that had been falling fast, down from 18.9m in October 2008.

If you're feeling nostalgic for the Under Construction signs, by the way, there's a few hundred truckloads to be had at the "Please be patient" website. 

And then there's the real effort, by the Archive Team, who have been trying to archive as many Geocities pages and sites as they could. It's not clear how many they've gathered unto themselves, but it's probably the web's best collection of animated GIFs, white-on-black text and twinkly star backgrounds still in existence.


To add to the sighs of relief from a million web designers who never found a single Geocities page they didn't hate (after all, why not replace those blink marquees with a little Flash?), the web comic xkcd has for today - we hope it's only today - gone to a Geocities-themed layout.

Part of the widespread culling going on at Yahoo under the new leadership of Carol Bartz, the demise of Geocities was greeted with a sort of yowling noise when its imminent execution was announced. The attitude was perfectly summed up by the academic Tom Harris, who at Yahoo's UK Hack Day in May said: "They are destroying the cave paintings of the web." Or as our own Jemima Kiss said at the time the killing was announced, "Closing Geocities feels a bit like your Mum making you throw out a manky old toy you never play with any more. As soon as there's the threat of it going, it's suddenly your favourite thing."

Today, Geocities. But what will it be tomorrow? Will we need to launch a lifeboat for Friends Reunited - or for MySpace? And what were your favourite Geocities memories? We'd love to know.

Each service provider applies its own terms and conditions.  These terms and conditions need to be accepted prior to using the services.  Some of the conditions cause concern, for example:

· Advertising and endorsement

· Service providers rights to ownership of the information posted

· Rights to change, modify and adapt content

· Rights in the case of closure of service

· Rights to vary terms of service without notice.

The US government has developed a standard ‘terms of service’ template for use by agencies when negotiating with free social media providers.  Standard agreements have been established on behalf of the government.  These agreements outline modifications required to the normal service arrangements provided by product or platform providers. 

Standard agreements for government agencies have been negotiated with a range of providers
:

· AddThis: bookmarking and sharing

· Bing: search engine API

· Blip.tv: video sharing

· Cooliris: video and picture browsing

· Dipity: multimedia timelines

· Disqus: universal commenting & social discussion

· Facebook: social networking

· Feedburner: RSS feed
· Flickr: photo sharing

· FriendFeed: social networking aggregator

· IdeaScale: voting and feedback

· IntenseDebate: social commenting

· LinkedIn: professional networking

· MixedInk: collaborative writing

· MySpace: social networking 

· OpenCalais: automated metadata

· Scribd: social publishing

· Slideshar

HYPERLINK "https://forum.webcontent.gov/?page=TOS_Slideshare" \t "_blank"e: presentation sharing

· Socrata: data hosting (formerly Blist)

· TubeMogul: video analytics and distribution

· TwitVid: video sharing

· UserVoice: voting, customer & constituent feedback

· Ustream.tv: video broadcasting platform

· Vimeo: video sharing

· Wikispaces: collaboration

· WordPress: blogging 

· YouTube: video sharing

 A template for such agreements
 including standard modifications to normal arrangements including the following areas:

· Requirements to enable agencies to meet their requirements under law 

· Limitations on advertising associated with formal government agency data

· Waiver of the standard indemnification and damages provisions

· Definition of the governing law to prevail in disputes

· Requirement for notice of changes to the standard terms of service

· Allowing of crawlers or other harvesting tools across the government data

· Limitation on the rights of the provider to modify or adapt the content sourced from the government pages

· No implied or other endorsement of the providers products

· Notice of closure of the service and return of the data

The model template can be further developed by individual agencies to add clauses as required (for example on privacy, security, records management).  

Recommendation: The Australian government should negotiate a standard template agreement with popular social media sites that follows the model of the US government. 
6.1.9 Collaborative software
Collaborative software in this section refers to freely available, or subscription based services most commonly used to support short term cross-organisational projects.  The software is web based, enabling all parties involved to access the shared documents, and contribute to the evolution of documents and other resources.

Functionality required in such software has been well established in guidance such as that issued by the Queensland State Archives 
 and National Archives of Australia
 include:

· Technical and administrative controls such as secure log in

· Version controls;
· Revision history;
· Capacity to lock down pages;
· Back up services; and
· Capture of appropriate metadata.
The issues in choosing to adopt such software are reasonably clear cut.  

· A primary owner or agreed custodian of the record created by the project should be assigned.

· Documents/discussions etc should be able to be exported out of the software in standard format acceptable to the inheriting agency.
· There should be an agreed end point to the use of the software.
· The multiple rights of the various contributors in the documents should be identified by agreement up front.

Recommendation: Examples of collaborative software and cross-agency initiatives should be identified and promoted as models for use and re-use.
6.1.10 Recordkeeping in crowd sourcing projects
Smart Services CRC Pty Ltd report on Social Media
 identifies some key lessons in managing web 2.0 user communities. The lessons are also reinforced in reports of wildly successful projects which have ‘harnessed the power of the crowd’. Local innovative
 examples of such projects include:  
· The National Library’s Australian Historic Newspapers project

· The Powerhouse Museum’s Flickr Commons project (now much emulated by other organizations)

The value of these initiatives are only starting to be realized, but the initial examples prove a startlingly different world than that ‘allowed’ by access provisions under legislation such as FOI. The openness of information to change by ‘the public’ is counterintuitive.  Yet the user communities act as self regulating communities, providing the checks and balances and quality controls required to achieve an outcome which is exponentially greater than that which could be achieved by a single project or organization.  Again these projects and the use of the crowd are very much in experimental and evolutionary stages.  
Some of  the key lessons learnt seem to be, that the crowd requires acknowledgement, recognition and capacity to contribute.  This implies that comments, tags, corrections etc submitted must be able to be sourced to a contributor.  Instructions, attention and appreciation of effort is required to have a successful collaborative project.

Discussion with Archives New Zealand, seeking to encourage end user tagging while maintaining some degree of control over the process, has defined minimum metadata elements associated with each contribution as:

· Tag ID 

· Item ID (item being tagged)

· IP address of tagger 

· Optional capacity of taggers to self identify

· Date

· Tag value (tag content added by tagger which may contain specific taxonomies)
Other potential data of value: 

· how long was someone involved in doing this? 

· How many tags/contributions were done by a single tagger

· is the tag ‘approved’ 

While this is a very preliminary list, to be modified through experience, it could be extended in consultation with relevant agencies to form the basis for a uniform set of metadata attributes for end user tagging of cultural heritage resources.
The harvesting of tags provided in social media space, and the importing of these tags into the formal collections databases for cultural heritage institutions is the aim of many of the institutions active in this space.

Recommendation: A set of minimum metadata should be developed to provide guidance for implementing and managing public tagging for cultural heritage agencies.

6.1.11 Co-authorship
As agencies become more active in engaging with the crowd, the participation of end users in providing content will become greater.  The end result of the collaboration will be records which are partly owned by end users, who have contributed to the authorship of the resource.

This requires some more thought on how to manage these collaborative resources.  Is it appropriate to do more than merely acknowledge input while retaining ownership and rights over the end product.  In the archival world, discussion on joint rights in information has been conducted under the concept of ‘parallel provenance’.
  

While it is anticipated that this will be an evolving set of relationships, and one which will be worked out in practice, the ownership rights of the contributors should be acknowledged, even if at this time it is only through a passive acknowledgement and the normal reservation of rights to the agency.  Over time, we may anticipate a much more complex set of rights emerging.  These may include rights over decisions on access, distribution, use and disposal.

Recommendation: Develop guidelines for joint ownership, copyright and re-use entitlements of collaboratively created content and incorporate these into agreements to use the site, granting rights to the organization.
7. Issues involved in engaging with the Cloud
The use of storage and services provided by third party providers, such as Flickr, You Tube and Facebook, raise issues similar to those being presented with the advent of cloud computing.

In this context, cloud computing refers to the use of large, external storage providers leveraging off either dedicated or unused storage space on computing hardware located anywhere in the world.  Given the dispersed nature of the cloud, current arrangements ensuring evidence of outsourced activities,   which is well covered by existing guidelines, will be difficult to apply.

The legal and regulatory ramifications of storing data in the cloud (as opposed to a storage on dedicated server/s in a fixed location under) are emerging. These include attention to:

· Location of storage

· Privacy, Security and access by third party staff

· Disposal

The general risks in deploying cloud storage services are not restricted to the Commonwealth.  They are beginning to be discussed broadly in the literature.  However, there are particular concerns when considering Commonwealth records.  The definition of a Commonwealth record (as included in section 4) is based on physical custody or possession. It is a property based definition which loses relevance when the records are not longer in the custody of the organistion.  

Cloud computing involves using the spare capacity of servers leased to the storage provider.  The arrangements involve multiple layers of contracts/arrangement between parties. The servers are not necessarily located in a single place, or in a single jurisdiction.  Nor is the content stored in a single server location, but it could well be split across many servers and locations.  Indeed, the cloud storage is likely to involve replication of multiple copies of data in multiple servers potentially across a variety of locations. The implications of the definition of Commonwealth records in the Archives Act is that if a record is stored outside the custody/control of the Commonwealth, and distributed amongst multiple servers/sites, it may cease to fall within the property based definition of a Commonwealth record. Technically, it seems that utilizing such services would take records stored in cloud services beyond the possession of the Commonwealth agency, thus potentially removing them from the requirements of the Archives Act, and outside the protections and requirements of that Act.  The Commonwealth could lose its records. 

Recommendations:
Consideration should be given to revision of the Archives Act to change the definition of a Commonwealth record to encompass the more business focused definition: records as the evidence of actions of Commonwealth agencies/employee.
Guidance to agencies on specific restrictions to apply in negotiations with cloud computing vendors should be developed – such as contractual requirements to define ownership of the records in all circumstances.
7.1 Privacy, Security
The Privacy Act 1998 contains a broader definition of record, using the twin concepts of possession and control.  Under the latter, it could be argued that data stored in the cloud under an outsourced storage arrangement remains in the control of the agency.  However, the concerns for privacy and security also involve the jurisdiction in which the data is held. The physical location of the data could affect whether Australian laws apply, and additionally whether rights or actions which potentially breach Australian security and privacy requirements are permitted under the local jurisdictional laws. Such concerns are particularly acute when applied to the storage of personal information. Under the EU Data Protection Directive, unless they take certain steps, organizations are prohibited from transferring personal information to countries that do not provide the same level of protection with respect to personal information of EU residents.

Recommendation: The Australian Government should have guidelines similar to EU that continues to protect the privacy of individuals for whom it holds information.
In multiple, physically diverse environments without clear organizational boundaries and ‘ownership’ rules over records, who can access the data? Under what arrangements?  Will these comply to Australian standards for access, privacy and security?  The storage providers must have some level of access to the data to manage it.  How well will the security provisions, which may be specified in contracts, be enforced in practice? Are the obligations to protect security passed through the chain of potentially linked organizations providing cloud storage?

Recommendation: A set of standard contractual agreements should be developed for agencies seeking to utilize cloud storage, that protect privacy, rights and entitlements, and ensure that records are not retained beyond the use for which they were created.
7.2 Disposal of Information
The professed advantage that cloud storage means that we can keep everything does not accord with legal and business requirements to conduct authorized destruction of records in a timely fashion. Destroying digital information is paradoxically difficult.  Ensuring that all copies (replication copies, disaster copies, back up copies etc) are destroyed is technically quite challenging. The capacity of an outsourced storage provider to ensure that all copies of data are destroyed in all locations may prove challenging to enforce bringing associated risk for the Commonwealth.

Recommendation: Establish a default mechanism whereby all records retained outside Commonwealth storage and custody should be allocated a default disposal sentence of 30 years, and that both the metadata and the record object should be destroyed automatically at that time.
8. The Open Access Agenda
The emergence of a far greater commitment to openness of government data is evidenced in two particular issues that involve or potentially involve recordkeeping issues. Both issues highlighted below are illustrations of opportunities that arise with the opening up of access to government information.  Both point to the larger concern that there is a lack of uniformity in the information management governance space to provide coherence and uniformity of action.  The information infrastructure of government is being reinvented in piecemeal fashion, with good and worthy deeds undertaken but potentially undervalued, under used and under resourced in the absence of a coherent information infrastructure.
8.1 Data sets
Data sets are records of the Commonwealth.  They fall within the definition of record as outlined in the Archives Act.  However, data sets have very validly been treated in different ways to other Commonwealth records.  Their nature as a collection or collation of specific data fields representing defined variables is often the end result of a formal data collection process.  Once the project that has created them has been completed, these data sets are effectively closed, although their contents continue to have a significant re-use value, in further work or when combined with other data.  The recent launch of data.australia.gov.au portal enabling access to a range of publicly available data sets in October 1 2009 under the auspices of the Gov 2.0 TaskForce, has been echoed in a number of states of Australia, notably NSW emulating the federal example making 427 (as at Nov 30) data sets available for public use under a variety of copyright conditions and creative commons licenses.

Recent experience from using datasets illustrates the opportunity to import some (if not all) recordkeeping functionality into managing data sets.

Illustration 1: Metadata about metadata

While many think that recordkeeping is about retrieving and tagging content so that it can found, this is its least important function.  The role of the recordkeeping is to describe the circumstances in which records are created, managed, and used.   A clear example of how a lack of business context can affect the way in which datasets as records can be used was highlighted recently in comments to the Gov 2.0:

“The dataset I worked with, NSW crime data, had cells that were clearly annotated in the past, but I don’t know what the annotations were. I also found an unexplained peak in data that I don’t have an explanation for. This is where formats like SDMX could be interesting because they store metadata too.
Even the LGAs- I didn’t know which year the data related to. I used the ABS 2006 boundaries and they matched (but the 2004 boundaries didn’t) so I assume it’s a valid match.
”
Clearly the commenter had access to the content (or values) of the dataset record.  What was missing was information about the circumstances (context) that led to the creation and changes to the values.  

· Did they change because the data set was updated

· Perhaps a new agency took custody of the dataset and thought those values were unimportant?

·  Perhaps the values no-longer suited the business need of the creator of the dataset. 

· Perhaps the changes were a result of societal changes, i.e. redistribution of the electoral boundaries? 

Recordkeeping metadata, or metadata about metadata, captures these types of issues.  In particular descriptive standards for describing these entities and the relationships between them, already are well established in international recordkeeping metadata standards and all Australian jurisdictions.  While individual data sets can continue to adopt the appropriate metadata standard for methods of describing the values and encoding schemes that are relevant, adding a recordkeeping layer over the tops of the dataset as a whole is an easy method for preserving the relationships between them and providing the much needed context to explain implicit understandings about the dataset when it resided within an organisation.  

Illustration 2: Climate change data dumped

Times Online From the Sunday Times

November 29, 2009

Jonathan Leake, Environment Editor

SCIENTISTS at the University of East Anglia (UEA) have admitted throwing away much of the raw temperature data on which their predictions of global warming are based.

It means that other academics are not able to check basic calculations said to show a long-term rise in

temperature over the past 150 years. 

The UEA’s Climatic Research Unit (CRU) was forced to reveal the loss following requests for the data under Freedom of Information legislation.

The data were gathered from weather stations around the world and then adjusted to take account of variables in the way they were collected. The revised figures were kept, but the originals — stored on paper and magnetic tape — were dumped to save space when the CRU moved to a new building.

The admission follows the leaking of a thousand private emails sent and received by Professor Phil Jones, the CRU’s director. In them he discusses thwarting climate sceptics seeking access to such data.

In a statement on its website, the CRU said: “We do not hold the original raw data but only the value-added (quality controlled and homogenised) data.”

The CRU is the world’s leading centre for reconstructing past climate and temperatures. Climate change skeptics have long been keen to examine exactly how its data were compiled. That is now impossible.

Roger Pielke, professor of environmental studies at Colorado University, discovered data had been lost when he asked for original records. “The CRU is basically saying, ‘Trust us’. So much for settling questions and resolving debates with science,” he said.

Jones was not in charge of the CRU when the data were thrown away in the 1980s, a time when climate change was seen as a less pressing issue. The lost material was used to build the databases that have been his life’s work, showing how the world has warmed by 0.8C over the past 157 years.

He and his colleagues say this temperature rise is “unequivocally” linked to greenhouse gas emissions generated by humans. Their findings are one of the main pieces of evidence used by the Intergovernmental Panel on Climate Change, which says global warming is a threat to humanity.

Copyright 2009 Times Newspapers Ltd.

These examples address illustrate the relevance of recordkeeping issues to datasets. Specifically the issues are:

· Metadata to contextualize the contents of the dataset

· Appropriate control and disposal of datasets.

Datasets are also the concern of the Australian National Data Service which has been established to increase visibility of research data sets. It provides a federated model, not physically storing the datasets, but creating a ‘catalogue’ of datasets.  Individuals can apply to ‘register my dataset’.  ANDS also provides a service to assign persistent identifiers to research datasets, addressing an issue of potential concern to every dataset published.  

There are international equivalents to the ANDS in each country.  In the Netherlands, the Data Archiving and Networked Services (DANS) provides an equivalent service.  It has developed a Data Seal of Approval for research data, a comparatively accessible set of guidelines for producers, data managers and users to ensure long‐term access. The DSA is a voluntary instrument which is still under development. Responsibility for the DSA has recently been transferred to an international editorial board
.  The Guidelines address issues such as context for the datasets, identification, quality of the datasets, responsibilities of the data repository holding the datasets.  

The Government Information Licensing Framework (GILF)
 has been established to ‘make it easy for people who use public sector information (PSI) to understand the rights of use associated with PSI material. GILF comprises a simple open content licensing framework, designed to assist in the management of government intellectual property, and encourage the use of PSI through increased availability and accessibility. GILF encourages custodians to think more broadly about the potential users of PSI and contains guidelines for agencies preparing information for publication or distribution. In turn, it enables customers to understand how they can re-use PSI in a legally appropriate ways’. The datasets publicly available in data.australia.gov.au use a creative commons licence 2.5 which is not consistent with the licences in the GILF.  Aligning the frameworks for licensing of rights is desirable.

The Commonwealth aggregator data.australia.gov.au contains a dataset summary for each dataset nominated.  This summary metadata provides a variety of identification and content description metadata.  Further modification of this catalogue could incorporate requirements to adequately describe the structural components of the dataset.  Additionally some of the issues addressed by the ‘data seal of approval’ notion could be incorporated in the future.

Recommendation:  Datasets require contextual description and control that is similar to other records for which there are established archival practices and tools. National Archives should undertake documentation of the datasets to provide these descriptions
Linkage between the initiatives that provide government data, particularly between the ANDS and the data. Australia.gov.au resources should be fostered

The ANDS protocols for persistent identification should be applied to all government datasets released at data.Australia.gov.au

Innovative approaches that ensure sustainability of datasets, such as ‘data seal of approval’ should be investigated for application to Australia
8.2 FOI Proactive Disclosure
Emerging open access requirements also bring with them opportunities for change in the way we provide access to records. The publication schemes and pro-disclosure regime to be introduced through the revision to Freedom of Information legislation and the anticipated establishment of the Information Commissioner, creates a revitalized environment of public access to records while records are still in agency systems, rather than the existing model where records are transferred to National Archives of Australia before becoming available for general public access.  Few agencies have yet implemented public access practices for records more than 30 years old that are still in their custody, and even fewer have in place practices to provide access to electronic records less than 30 years old that reside in their storage repositories.  

The need to manage access regimes far more comprehensively for records and to provide public access earlier is a new realization.  The International Standard on Records Management ISO 15489-2 contains reference to the core requirement for ‘a security and access classification scheme’ (4.2.1).  The opportunities to develop this notion have not been adopted by any Australian recordkeeping regulator.  However, it provides a mandate for some new thinking in this area.  Similarly, some EDRMS vendors have been required to create more appropriate metadata fields to manage date range and access status.
  The general proposition is that all records should be open (and open embraces open to the public) where they are not closed.

Serious thought should be given to expand the functional capacities of the existing systems may open up far greater capacity to make the documents opened under Freedom of Information available to the public. This may involve providing capacity to drill down into the records system from an agency’s web page, the proactive publication of documents on the website, or linking in to a larger public access system. Such an expanded notion is quite different to the preceding attitudes of secrecy, withholding of information and closure.  Agency recordkeeping staff will need considerable guidance on how to embrace such change.

National Archives itself has the capacity to play a far more active role in enabling access to open government records. The Commonwealth Record Series system, the conceptual system which underpins the various interface applications providing public access to the holdings of the National Archives, enables the expansion to contextualize records not physically held in Archives custody. By its nature, an archival documentation system is designed to present records to users in their context.  The Archives systems contextualizes the creators of records and the functions that they undertake, in addition to providing access to lists of the records themselves.  At present the systems are not enabled to actually permit drilling down to electronic records (except selected digitized records).  But the capacity to do so is illustrated in the systems of the Public Record Office of Victoria.
  While the PROV system navigates to records held in the custody of PROV, there is no reason that it couldn’t link to records held in current agency systems.  

Using this type of thinking, National Archives existing system could be enhanced to become the contextualized portal to publicly available government records. Because the Archives provides the contextual blocks which explain the agencies and functions over time, the value of the Archives system to people coming new to government records could be enhanced to provide access to this context in a variety of ways.  It does not have to be a custodial model with the National Archives controlling all information, but rather agencies could link out to the relevant entries in the National Archives system on their own websites to provide the contextual information. This approach would also potentially open up the creative ways that the Archives and agencies would interact.  However, this vision is aspirational and requires considerable development of detail, and appropriate funding to achieve. 

This would mean:

· Documentation of agency holdings in CRS, including current records not just records due for transfer to NAA custody.
· Development of links between CRS and agency records in electronic format
· Managing access and use via the web, so having a transaction based website built within CRS to manage access and use (Currently managed through physical search room access and user registration)
· More transparent and timely document access review and release mechanisms in agencies.

Recommendation: National Archives of Australia should provide strong leadership to government agencies seeking to proactively release government records to open access. 

 National Archives should conduct a pilot program with an agency, or selected agencies, to scope the work needed to provide an expanded contextual descriptive framework.
National Archives should consider any such expansion of its contextual descriptive framework as an opportunity to provide web 2.0 type services to agencies using collaborative, contributory technologies and paradigms.

APPENDIX 1: Summary of Recommendations


12Sustained effort is required to engage information management professionals (particularly recordkeeping professionals) in web 2.0 paradigms, including training, promoting the use and benefits of Web 2.0.


14That new and innovative approaches to determining what to retain are developed to suit a more inclusive and complex public domain.


18Innovative ways should be explored to identify and engage a broader community in the challenges of digital preservation.


20Templates and models should be developed to guide agencies in establishing agreements with employees on their management of records and information generated through the use of social media.


21Simple flowchart decision tools should be developed to guide individuals in determining which of their Web 2.0 interactions should be preserved, and what capture mechanisms are appropriate.


24The National Archives should be resourced to undertake web harvesting targeting records of government agencies.


25A set of model concords should be established by agencies detailing what end users can expect from the agency use of particular social media tools and the information contained within these uses.


26National Archives of Australia should maintain an up to date listing of recordkeeping and preservation services applicable in multiple social media and other spaces available for agencies to use in enhancing the management of their social media (and potentially over time, other) records.


29The Australian government should negotiate a standard template agreement with popular social media sites that follows the model of the US government.


29Examples of collaborative software and cross-agency initiatives should be identified and promoted as models for use and re-use.



31A set of minimum metadata should be developed to provide guidance for implementing and managing public tagging for cultural heritage agencies.


32Develop guidelines for joint ownership, copyright and re-use entitlements of collaboratively created content and incorporate these into agreements to use the site, granting rights to the organization.




33Consideration should be given to revision of the Archives Act to change the definition of a Commonwealth record to encompass the more business focused definition: records as the evidence of actions of Commonwealth agencies/employee.


33Guidance to agencies on specific restrictions to apply in negotiations with cloud computing vendors should be developed – such as contractual requirements to define ownership of the records in all circumstances.


33The Australian Government should have guidelines similar to EU that continues to protect the privacy of individuals for whom it holds information.


33A set of standard contractual agreements should be developed for agencies seeking to utilize cloud storage, that protect privacy, rights and entitlements, and ensure that records are not retained beyond the use for which they were created


34Establish a default mechanism whereby all records retained outside Commonwealth storage and custody should be allocated a default disposal sentence of 30 years, and that both the metadata and the record object should be destroyed automatically at that time.


38Datasets require contextual description and control that is similar to other records for which there are established archival practices and tools. National Archives should undertake documentation of the datasets to provide these descriptions


38Linkage between the initiatives that provide government data, particularly between the ANDS and the data. Australia.gov.au resources should be fostered


38The ANDS protocols for persistent identification should be applied to all government datasets released at data.Australia.gov.au


38Innovative approaches that ensure sustainability of datasets, such as ‘data seal of approval’ should be investigated for application to Australia



40National Archives of Australia should provide strong leadership to government agencies seeking to proactively release government records to open access.


40National Archives should conduct a pilot program with an agency, or selected agencies, to scope the work needed to provide an expanded contextual descriptive framework.


40National Archives should consider any such expansion of its contextual descriptive framework as an opportunity to provide web 2.0 type services to agencies using collaborative, contributory technologies and paradigms.
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