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Introduction

The National Archives of Australia welcomes the opportunity to provide comments in relation to the Government 2.0 Taskforce Issues Paper: Towards Government 2.0. As a key agency in the management and accessibility of government information the Archives is actively involved in addressing many of the issues raised in the paper.

The National Archives is fully supportive of the principles and directions that underpin the government’s approach to enhancing the accessibility and useability of government information, and to enhance online consultation and participation. However, as the Issues Paper recognises, there are a range of considerations that need to be taken into account in order to achieve a balanced and cost effective approach.

The responses provided in this submission address key areas where the Archives has a particular interest or experience:

· User expectations of government records that are reliable, authentic and 
authoritative;

· Good information management as a fundamental underpinning, enabling the 
effective creation, order, identification and retrieval of government records;

· Discoverability of information;

· Digital preservation and online availability; and

· Genuine impediments to use of government information, such as copyright.

The Archives’ view on these matters is articulated throughout this submission, but there are two main points that we wish to emphasise.

Firstly, from a whole of government perspective, access to and reuse of government information is only ever going to be possible if the information is properly made and managed by government agencies – ie. good information and records management is an essential enabler of access to and reuse of public sector information. Agencies need to know what information they have got, how important it is, how to find it and how to keep it for as long as it is needed. The importance of good recordkeeping is well argued in the recent Solomon Report on Freedom of Information in Queensland.

Secondly, in relation to the National Archives’ collection, it is important to recognise that this huge volume of public sector information is nowhere near as discoverable or available as it could be, mainly because of our resource constraints, but also because of copyright and/or privacy. Utilising user-generated tagging is a good partial solution to our resource constraints, but even so a basic level of online discoverability and availability has to be in place before the public user can be engaged, and the Archives is struggling to achieve that for all but a fraction of its holdings.
This submission makes a number of suggestions in relation to issues raised in the Towards Government 2.0 paper. Expressed in terms of recommendations, some of the more significant include:

1. The principles of openness should apply widely across government;

2. Government agencies need to apply good recordkeeping practices to enable the discoverability and accessibility of government information;

3. Implementation of a whole of government information management framework to support agencies in making information as available and useful as possible;

4. Procedures and guidelines, as well as training and awareness, relating to the release of information should be developed;

5. The ready release of appropriate information can be achieved while balancing rights and entitlements, such as considerations of privacy, security and confidentiality, as well as the costs and benefits of release; and
6. The discovery of government information in the public domain would be enhanced by the use of the Australian Government Locator Service standard. 
Section 1. Principles for openness and access 
OECD Principle 1. Openness

How widely should a policy of openness be applied?

For any pro-disclosure arrangement to be truly effective, it must apply to the broadest range of information that may be dealt with in carrying out the business of government.

The Archives is of the view that the scope of Commonwealth information extends very widely, and includes any information created or received in relation to the carrying out of any functions of government, whether within departments, statutory authorities, funded Non Government Organisations (NGO’s) or under contracts for service. 

It is important that where government services are delivered by outsourced contractors or through partnerships with NGO’s, the records created are considered to be Commonwealth records. The recent report by the Queensland FOI Independent Review Panel supported the extension of FOI access to any bodies undertaking the work of government or delivering a service with government funding, at least to the extent of records related to those government funded activities. 

The joint 1996 Australian Law Reform Commission (ALRC) and Administrative Review Council (ARC) Open government report also addressed the situation where government functions were delivered by private sector contractors. It recommended that suitable arrangements should be made for the provision of public information access rights, but only in respect to the documents that relate to the provision of those services or functions. 

There are certain limitations on the openness of public sector information. In the course of undertaking its functions, the government collects information about individuals, companies and organisations and receives information from other governments. For continuing good governance and to retain respect and cooperation, the government needs to demonstrate that it can safeguard information that needs to be protected. Information may need to be withheld from public access to protect, for example:

· personal privacy, eg medical records, taxation records, sensitive personal 
information;
· information provided in confidence, eg taxation records, census and statistical 
records; and
· national security, eg information exchanged between governments under 
treaty arrangements.
Building a culture of disclosure

If Government has confidence in the quality and integrity of information it creates and captures, and has sound policy frameworks and access to reliable technology and processes, then agencies will be willing to provide information to the public.

As one of the Government’s information management agencies the Archives recognises the need for a whole-of-Government information management framework which will explicitly address elements of a pro disclosure environment for Government information. Such a framework will encourage Government agencies, with the help of the Archives, the proposed Office of the Information Commissioner and AGIMO, to implement business systems and workflows that will allow proper management of information and provide efficient information interoperability and export facilities.

Government can encourage its agencies to ‘publish’ information in the public domain by providing standards and best practice guidance for methods of publication. Provision of selection criteria for publication, advisory structures and sources of expertise will enable releasable information to be put into the public domain as  a matter of course rather than as the result of a lengthy decision making process.

The proposed reforms to the Freedom of Information (FOI) Act set the approach for building a culture which favours the disclosure of information. The proposed creation of the positions of Information Commissioner and FOI Commissioner and the grouping of these positions with the Privacy Commissioner create a focus point for building such a culture.

Barriers to disclosure include concerns about breaching privacy, security or other confidences. Greater awareness and training in how to deal with such matters, such as the preparation of service-wide guidelines would greatly assist. Publicising information about decisions made on appeals by the Information Commissioner and the Administrative Appeals Tribunal etc could also assist in building a culture of disclosure.

At the Archives level, we can bring sound processes and expertise to bear in assessing the suitability of material for release in relation to the application of exemptions from release set out in the Archives Act 1983. 

Implications of making information available.

In order to make digital information more widely available, agencies will have to adequately resource the management, storage, custody, care and distribution of such information. Without the provision of policies, standards and guidance to agencies, there is a significant possibility that Government information will not be managed adequately.

A proactive approach by agencies to managing information is necessary to ensure that systems and process are in place to allow for adequate discovery mechanisms, avoidance of format and technology obsolescence, and transfer and export of information.  

One of the implications of making public sector information available is the ability for people to match and collate information from varying sources. Information may be innocuous or meaningless when viewed in isolation, however, when considered in conjunction with other material the information may become more, or in some cases less, sensitive. 

In making public sector information available generally, the principles of the exemption categories of Freedom of Information Act 1983 and the Archives Act 1983, should be applied to ensure that information that relates to privacy, security, confidentiality is not released, where harm will be caused by the disclosure of information.

The National Archives has 25 years experience of balancing openness against disclosure while protecting sensitive information in consultation with a range of agencies. This experience, together with the experience of government agencies that have been releasing material under the FOI Act could be drawn on by the proposed Information Commissioner and FOI Commissioner to create new procedures and guidelines for making public sector information more widely available while mitigating potential risks.

In addition to releasing guidelines, the FOI Commissioner/Information Commissioner could collaborate with other appropriate bodies, such as the Commonwealth Ombudsman, to organise seminars and training sessions and publicise information about decisions made on appeals by the Information Commissioner and the Administrative Appeals Tribunal etc.

Potential risks could also be mitigated by good record-keeping practices, for example:

· recording appropriate metadata about records;
· identifying sensitivities at the time of the creation of records; and
· appropriately classifying and segregating sensitive information to facilitate 
the easy identification of this information.

OECD Principle 2. Access and transparent conditions of use

Making large volumes of information searchable and useable

The searchability and useability of information is improved by the adoption of standards for both management of information over time, and discovery metadata. 

The guidance and advice provided to government agencies by the Archives about management of public section information is based on a widely adopted international standard for records management, ISO 15489. The Archives also assists agencies to implement sound information management practices by developing and promulgating standards in such areas as records management metadata, managing web resources, and functionality requirements for agency business systems.  

The Archives encourages all public sector information in the public domain, including images, AV and multimedia to be described using the AGLS standard (AS 5044) for descriptive metadata, which is based on ISO 15836.  Searchability would also be enhanced through the use of standardised vocabularies to categorise, for example, Government resources and such information entry points as audience, subject, and function/activity terms.

Consideration could be given to allowing the public to “value-add” by applying metadata to existing resources, but this would need to be moderated, either by the agency or by a trusted community.  Shareable metadata – metadata for use and discovery as opposed to collection management, and which might involve enhancing, expanding or repurposing existing metadata, may enable the development of more user-focused, cross-sectoral discovery tools.

Useability of information over time can only be ensured by requiring information to be managed proactively, including the implementation of systems and processes to ensure that issues of technology and format obsolescence are addressed early enough in the systems development and implementation cycle.

The transfer of properly identified and organised permanent value material to the National Archives of Australia will enhance the availability of information to the public.  

Digitisation

Making legacy data easily accessible for public use is a resource intensive exercise. The significant costs of making legacy data available and searchable online need to be balanced with the benefits of making such data easily available.  
The Archives recognises the need to make important or publicly requested legacy records in its collection accessible through a process of digitisation.  At present over 21 million digital images, representing approximately 2% of the collection, have been digitised over the past seven years and are available on-line. New digital images are added through ongoing projects and members of the public can pay online for an item that is not part of a current project to be digitised made available for online viewing.

The percentage of the collection available in digital form will increase as born-digital records come to the Archives, but it is unlikely that the bulk of the Archives legacy records will ever be digitised.

OECD Principle 3. Ensuring discoverability - asset lists

Finding public sector information

A consolidated, browseable set of public sector information available from the whole government would be an important step up in terms of visibility, especially if the interface to the data set enabled visual browsing of the structure of the data, rather than it only being available in the form of a list of assets, or through a search form. Information maintained by the National Archives about government agencies and their business would form a valuable layer to this data set.

The first requirement to ensure that potential users of Government information can find it is to implement standardised discovery metadata across the whole range of information to be put in the public domain. Secondly, Government will need to develop searchable directories and registries of collection level information. Such directories could be made visible to popular internet search engines, like Google or through federated gateways that make use of more detailed metadata.
The National Archives holds over 350 shelf kilometres of material, that is, approximately 50 million items
 documenting the activities and decisions of government since 1901.  The Archive is fully described, online, at an aggregated level. To increase the accessibility of the archive, we have entered at item level over 10% (approximately 7 million) of our holdings.

To aid discoverability, the Archives has prepared the following:

· Online catalogue: we have a publicly available online catalogue, RecordSearch that lists over 7.5 million records created by 9000 Australian government agencies, mostly since 1901. Searchable records include files, documents, photographs, posters, maps, films and sound recordings. Photographs can also be searched through the National Archives' PhotoSearch search interface, through PictureAustralia, a portal coordinated by the National Library of Australia, and through Google Australia (which harvests Picture Australia).
· Guides: we have prepared a number of subject and format guides to assist people in identifying relevant records and most of these guides can be viewed and downloaded free of charge, or can be purchased in hardcopy form for a small fee. These guides are searchable on the National Archives' website.

· Digital copies: Record items have been digitised and are attached to the relevant catalogue entry and are available for viewing. At present over 21 million digital images of mainly file, photograph and card format have been loaded against 1.2 million catalogue entries on RecordSearch. We continuously add new descriptions and digital images to RecordSearch as part of ongoing projects. In addition, members of the public can pay online for an item that is not part of a current project to be digitised and added to RecordSearch for online viewing.

The National Archives, together with the National Library of Australia and the National Film and Sound Archive, are attempting to deal with a fourfold challenge from the digital deluge:

· Digital creation;

· the digital collecting challenge;
· the digital preservation challenge;
· the audiovisual obsolescence challenge: migrating audiovisual collections to digital format; and  
· the digital access challenge: converting traditional content to digital form and delivering digital content to make it easily accessible to the Australian people. 
To give an understanding of the scale of the problem faced by the National Archives, it was determined that the Archives has proactively digitised about 2% of its traditional analogue collection for preservation and access purposes in seven years. At this rate it would take approximately 350 years to completely digitise the entire existing traditional collection (excluding any future transfers of traditional analogue material).

OECD Principle 6. New technologies and long term preservation

Digital Preservation

The Archives has determined that digital records of archival value, created in any format, are to be preserved and, accordingly, it has established a digital archive. The Archives’ digital preservation process is founded on the fundamental principle that good recordkeeping and archival systems provide access to complete, reliable and authentic records into the future. The records must be safe from unauthorised access, alteration and deletion. 

The cornerstone of the digital archive is the Archives developed software, Xena, developed in the open source environment. Xena (XML Electronic Normalising of Archives) converts digital records into a format that can be preserved and accessed regardless of future technological change. 

The National Archives converts digital records into open preservation file formats that can enable access to their contents in the future. The open formats are based on standards, have full specifications that are publicly documented, and are interoperable with a range of software applications. As well as converting data into open formats, the Archives’ software also enables the data to be exported back to original formats and to access the information in the way it was originally presented.

The Archives has avoided using proprietary (ie closed format) software to enable independent access and to avoid issues such as breach of patent and payment of royalties. The use of open file formats will allow others to build tools capable of presenting or repurposing records preserved by the national Archives.

Mandated storage standards

The Government, through the National Archives and the proposed Office of the Information Commissioner, might mandate document creation standards for government agencies. Working to these standards, government agencies would, over time, realise benefits in managing their business information. In particular, agencies would reduce their costs because the retrieval and migration of information in the long term could be achieved without additional investment in new systems. Wider use of open and documented standards could also facilitate the transfer of digital records to the Archives, as it uses open and publicly documented standards for its digital archive to enable it to fulfil its role in preserving digital records of permanent value.
Sharing information
The sharing of information within the Australian Government, of which there is already considerable activity and expertise, would be enhanced by using existing standards and leveraging existing capabilities.  The National Archives is active in providing digital information and records management advice, standards and products to improve interoperability and enable discoverability of information within government.  

The Australian Government Locator Service (AGLS) metadata standard helps government agencies define the metadata they should use to describe their web-based services and information to improve the accessibility and discoverability of resources through search facilities. In addition the Australian Government Recordkeeping Metadata Standard and other guidelines produced by the Archives provide a key resource for agencies in sharing information effectively.

State and Territory governments also have expertise in this area. There would be considerable benefit in a regular forum for these communities to share the benefits and knowledge gained from their own information sharing activities, the open standards and harmonised vocabularies used to support these activities.

OECD Principle 10. Redress mechanisms

Complaints and appeals processes

The existing complaints and appeals processes for access to archival material are largely sufficient although most of them relate to the timeliness of processing requests as well as requests to review decisions to exempt information under the Freedom of Information Act 1982 (FOI) and the Archives Act 1983. People who feel affected by the release of personal information about themselves may wish to have an appropriate avenue of appeal in the new Web 2.0 world. At present under the Archives Act and the FOI Act individuals cannot appeal against the release of information.

The Archives Act provides a comprehensive appeals framework for members of the public who have concerns about material being withheld under Archives Act exemptions or about delays in handling applications under the Act. The researcher can request an internal reconsideration by the Archives, can appeal to the Administrative Appeals Tribunal and then, in certain circumstances, can appeal to the Federal Court. The researcher can also go to the Ombudsman with concerns about processing issues.

In addition, the Archives has established a policy that addresses complaints by the subject of information released if they have concerns about what they consider inappropriate release of information. Researchers can also approach the Ombudsman, and if they wish, the Minister.

Forms notifying people of their rights are distributed with replies to enquiries and with photocopies of records and are also available on the Archives' website.

The existing mechanisms for handling complaints appear at this stage to be adequate for the Web 2.0 environment. They have some flexibility that would enable the Archives to make adjustments as circumstances change, as well as formally providing rights for the public.

Section 2. Principles for quality and integrity of information 

OECD Principle 4. Quality

OECD Principle 5. Integrity

As the custodian of the official government record, the National Archives is vitally concerned with the quality and integrity of information. It recognises public expectations of government records that are reliable, authentic and authoritative, and that provide sound evidence of the processes, decisions and actions of government.

Fostering a culture of compliance

A culture of information and records management compliance relies on leadership at both the government agency and whole-of-government level to drive agency level policies and best practice. Agency head endorsement and support for information and records management initiatives is crucial to building an appropriate culture with the adoption of a whole-of-government approach. 

The Australian Government has recognised that information needs to be managed from creation to ensure accountability and protect government interests. It has also acknowledged that information management is integral to the governance framework of Australian Government agencies and supports decision making about investment in ICT and business systems. 

Open government principles and the increasing speed at which digital information is created and distributed now demand a more strategic approach.  A whole-of-Government information management framework would assist agencies to develop, endorse and implement their own policies, to help them better meet the needs of the Australian people and ensure their decisions and activities are accountable.

The National Archives sees that the alignment of stakeholders across Government is crucial to the success of a whole-of-government approach. The Archives and the Australian Government Information Management Office (AGIMO) have worked in partnership on a number of government information initiatives. Continuing and extending these partnerships across government to include a range of information management stakeholder agencies should lead to a shared understanding of relative responsibilities and interests. 

As part of its role, the Archives already provides information and records management policies, tools and standards and advice to assist agencies meet best practice. Other mechanisms to foster a compliance culture could include:

· An ongoing review or reporting mechanism that would encourage agencies to 


self-impose specific targets for improvement to achieve compliance;
· Whole of government benchmarking and reporting against best practice and 



authorised standards over time; and
· Publicly supporting (and listing) better practice agencies and highlighting ‘good 

news’ stories about agencies that comply with standards or best practice.
Promotion at the grassroots level is equally important in raising the information and records management profile across government. This can be achieved through sustained promotion to Government agencies and support for ongoing professional development of staff.

Efforts aimed at fostering a culture of compliance may need to be complemented by a more formal audit process, which might be undertaken by the Australian National Audit Office or the proposed Office of the Information Commissioner.

Recordkeeping challenges for re-use of information
In considering or implementing any reuse scenarios the concept of the original, authentic and reliable record should remain a fundamental principle. In the interest of accountability, government has an obligation to ensure that this principle is upheld at creation and maintained as the record is managed over time.  

Where the public accesses government information and records for potential reuse, the original record should be stored and secured in an approved location to maintain its authenticity. 

Another consideration for Government is to recognise that reuse itself may generate new records that will need to be managed as records in their own right. For example, a Government agency may decide to expose a draft policy on its website for citizen consultation; citizen comments or annotations will provide input into the final policy, therefore the annotations or comments need to be captured as government records. 

Other issues of social web services (third party sites) hosting government data include challenges in exporting data to comply with records management requirements and uncertainty over information ownership.  

The Archives is monitoring the development and uptake of Web 2.0 technologies by the public sector and is considering how it might best provide practical targeted recordkeeping advice by taking advantage of the opportunities for collaboration offered by such technologies.
Publication of inaccurate information

The Archives experience indicates that there is generally a degree of community tolerance for the publishing of information that may not be accurate, provided there are opportunities for correction. If the assumption is that general commercial interests are not involved, and Commonwealth law in general is observed in the publication process, the costs and risks associated with the publication of inaccurate information are much more to do with managing the correction process in a positive way, so that those individuals that want to correct the published information can do so, without unlawfully altering or destroying the associated records themselves.  

It should be noted that the Archives’ experience relates to older records and the public may be less tolerant of inaccuracies if they are included in information upon which government decisions are being made relating to, for example, people's rights and entitlements.

In terms of engaging citizens in collaborations, publishing works-in-progress can have unforseen benefits. There is evidence that public audiences have some tolerance when agencies release less-than-perfect data and in fact that they welcome the opportunity to help correct it. In the case of data in Mapping our Anzacs, the Archives regularly receives feedback from users who have identified an error or inaccuracy in the recording or geocoding of place names, and in the recording or transcription of people’s names. 

Time frames for making information available

Addressing the question of reasonable timeframes needs to take into account other variables such as the accuracy, currency, completeness and sensitivity of information that will be made publicly available.

Both the FOI and Archives Acts prescribe timeframes for the release of information and provide rights of appeal to the Administrative Appeals Tribunal where these timeframes are exceeded.

Agencies could be assisted in making data available in a reasonable timeframe by:

· establishing realistic standards and guidelines for assessing the value of, and 
risks involved in, releasing information; 

· providing adequate resources to prepare material for release and to handle 
issues arising from the release; and 
· adopting best recordkeeping practice.
Section 3. Principles to maximise efficiency in production and distribution of information 

OECD Principle 7. Copyright.

Copyright licences and Commonwealth intellectual property rights

Commonwealth records released under the Archives Act are legally available, not just to the person who applied for access, but to the general public. The subsequent use of these records is regulated only through the government’s exercise of its rights in copyright in the material. 

To ensure that information is not used in an inappropriate manner those intending to publish information from government records are required to seek permission through the National Archives. Over years of granting publication permissions on behalf of agencies and of referring requests to agencies, the National Archives can cite only one instance in which permission to publish was refused on the grounds that the use was inappropriate. This would suggest that the requirement to obtain permission may be unnecessary, or that publicly available records could be reproduced under a licence which stipulated the conditions under which material could be reproduced, obviating the requirement for permissions to be sought in every instance.

While the retention of copyright may be seen as safeguarding against the distortion or alteration of government copyright material, the Archives view is that recordkeeping and custodial regimes which preserve the authenticity and integrity of government records over time are a far more effective way of countering the distortion of material.

If government copyright in Commonwealth records, both published and unpublished, is to be retained at all, it may be appropriate that it expires, if not earlier, at the point at which Commonwealth records become available for public access under the Archives Act. 

It is important to note that government records can include material authored outside of government. The original authors retain copyright in this material, much of which has not been published and, therefore, under current copyright law remains in copyright indefinitely until the work is published. Any proposals for waiving copyright in Commonwealth copyright material will not assist the public to access and reuse material in which other parties own copyright. In the case of the National Archives this includes material authored by state or foreign governments, companies, organisations and individuals. 

The presence of non-Government authored material in government records has been an issue of major concern for archives wishing to make records available online in digital form, and complicates the process of permissions as government archives cannot authorise reproduction of other government or private copyright material present in government files. 

The recently added s200AB of the Copyright Act may provide some assistance to cultural institutions to reproduce online non-government copyright material.  Although its precise application is still a matter of debate, it does not assist the public in the reuse of this material. The National Archives also holds material from Commonwealth Government agencies which own copyright in their own right, for example, the Australian Broadcasting Corporation (ABC) and the Special Broadcasting Service (SBS).

The Archives now routinely responds to many publication requests for archival material on behalf of many agencies or refers requests to some agencies which wish to exercise their right to directly handle requests for publication.

It may be appropriate, therefore, for the Archives to be the nominated authority for the administration of Commonwealth copyright in the material in its collection, or at least for material which is made available under the access provisions of the Archives Act.
OECD Principle 8. Pricing

Charging for access

Under the Archives Act, the public have a right to view Commonwealth records without charge in one of the Archives reading rooms. The Archives has also undertaken projects to make selected material of high interest available to the public in digital form, free of charge. The digital images have been attached to the relevant catalogue entries in RecordSearch on the Archives' website.  For example, over 220,000 photographs have been digitised and 376,000 World War I military service personnel files (amounting to over 12 million images).

In addition, members of the public can pay online for an item that is not part of a current project to be digitised and added to RecordSearch for online viewing by the public. The fees charged for this service partially cover the Archives' costs. The Archives Act Regulations set out charges for providing copies of records and for services.
Converting records from paper to digital form to make them available online is a resource intensive activity, which limits the capacity to undertake large-scale projects.  The Archives is of the view that costs should be recoverable when researchers want value-added services.  The Archives is a small organisation that holds over 350 kilometres of records created by many agencies within the Commonwealth government since 1901. In many circumstances, the Archives could not provide value-added services free of charge to individuals or small groups of individuals without reducing other important services to the public.

 The Archives has custody of over 600,000 audiovisual items predominantly in analogue form. While preservation work has resulted in a small percentage of audio recordings being migrated to digital file format, the overwhelming majority of video holdings have not been copied to digital formats. No audiovisual digital content is currently available via our website. 
At some future date it is envisaged that the National Archives website will support public online access to a modest percentage of digital AV content, possibly key frames for videos and mp3 for audio recordings. This may satisfy the general public but the Archives’ AV holdings are of particular interest to TV and film production companies which require high quality audio and moving image for inclusion in broadcast productions. Currently, satisfying these requests can be highly resource intensive requiring skilled staff and expensive services. In order to ensure that internal preservation resources do not subsidise access for commercial gain, an access pricing model must be implemented that recognizes the full cost of meeting complex access requests. 

Section 4. Maximising the potential of Government 2.0

Encouraging participation

The Archives is fully supportive of the objective of making information as available as possible and encouraging participation, but this needs to be balanced with practical considerations. 

The National Archives' Mapping our Anzacs site provides a good example. It was built quickly on a small budget, with resultant limitations in terms of usability, but it indicates the potential for citizen collaboration. In nine months the Archives has received hundreds of corrections to the names of service personnel, next of kin, and places of birth and enlistment, and 1800 public contributions to the digital scrapbook have extended and enhanced the archival account of World War I service. Additionally, feedback via the site suggests that the public is willing to do more, including offers from individuals to undertake bulk data correction. At this stage, due to resource considerations we lack the systems to facilitate such an endeavour. 

The Mapping our Anzacs experience suggests that exposing the public to government processes – rather than limiting their exposure to finished products – can be intrinsically motivating for public users, making them feel honoured to be trusted to help and appreciative of the opportunity to be involved. 

Privacy issues

Privacy issues that may dissuade individuals engaging with Government via collaborative technologies relate to the security of personal information including:

•
the likelihood of identify theft;
•
the possibility of information being misused or modified;
•
loss of  information; and 

•
unauthorised access to information. 

To ensure that personal information is protected appropriately Government needs to commit to keeping up-to-date with emerging mobile, wireless and virtual information and communication technologies, to ensure that security standards are appropriate so that information is not subject to the risks and threats outlined above. 

Advice from the Office of the Privacy Commissioner should also be easily accessible to all individuals looking to collaborate with government online. Collaborative technologies could include advice on these privacy issues or refer individuals to appropriate resources prepared by the Office of the Privacy Commissioner. Individuals could also be offered the alternative to engage with government anonymously. 

Facilitating engagement

The Archives’ experience suggests a number of important principles to follow in order to encourage participation including:

· multiple channels for participation – some people are unable or unwilling to 
use some channels;
· no barriers to access - make it possible and easy to participate without 
registering, and provide additional options for registered users; and
· trust that goodwill prevails. Moderating comments before they go live is a 
safe approach but it can also be resource-intensive and purpose-defeating in 
that some people will be discouraged from participating. Post-publication, 
public moderation is a good alternative approach, for example a prominent 
link to 'report abuse' or 'flag this', so that members of the public can moderate 
each other.

Public servants and online engagement

The emerging technological environment poses a number of opportunities and challenges to public servants at all levels, but technology is only part of the environment in which we operate. Whilst there may be some need to adapt legislation and employment frameworks to facilitate the emerging environment, a balance needs to be maintained between the public and the private interest. Legislation such as the APS Act 1999 (and the Code of Conduct) is designed to protect public servants, the public and the public interest.  
Public servants engage with the internet in both private and official capacities. The Archives has drafted 'Guidelines for using social media services' for staff to clarify APSC 'Interim protocols for participation in online media'. The Guidelines provided clearer advice on how staff may participate in non-official but nevertheless professional capacities, for example as conservators, records managers, or web developers, in various professional networks and forums. Greater clarity could be provided if the APS Values and Code of Conduct were to be updated to accommodate the new circumstances of instant, global, recorded communication channels. 
In relation to official engagement, further legislative strengthening of the Archives Act 1983 might be needed to protect public servants in their normal course of duties from defamation and other public legal actions when engaging online, similar to the proposed amendments to the FOI Act that protect the Information Commissioner. Such legislative change would broadly make clear legal protection from liability and encourage the provision of access to information for public servants acting in their normal course of duties when engaging in official online activities.

Coordination and guidance

Coordinated networks and support for all those (web developers, policymakers and so on) working to innovate online would be very useful, to help agencies develop strategies, adopt and customise open source systems, share the results of experimentation, and generally learn from and with each other.

Records and information management is fundamental to business management. The National Archives already assists in this area by centrally providing records and information advice and tools to government agencies. In considering online engagement in the 2.0 domain, the same records and information management advice applies; however, the Archives is developing further advice that specifically addresses records management responsibilities and consequences of agencies adopting Web 2.0 technology to conduct their business.

Government could also assist the uptake of Government 2.0 by commissioning ‘standards compliance’ audits of whatever piece of technology or software is ‘next’ to minimise the risk to agencies when selecting the most appropriate technology for online engagement.

Role of the  Information Commissioner

The National Archives’ important role in developing policy and guidance on managing government information should be complementary to that proposed for the Office of the Information Commissioner (OIC) to optimise the efficient dissemination of government information. 

There are three primary areas where Archives and the OIC could work collaboratively:

· coordination of government information management policy, guidance and 
practice through the OIC Information Advisory Committee, recognising the 
Archives’ status as a lead agency in government information management;
· development of guidelines for the publication of information in the public 
domain, consistent with the proposed FOI Act reforms, with the consequent 
realisation of associated recordkeeping issues in the short and long term; and
· development of best practice in the management and appropriate publication of 
information released to the public arising from individual FOI applications.

The Archives and the OIC and other relevant agencies, should develop strong cooperative and collaborative links both within the Information Advisory Committee, and separately with the Archives as a lead agency in this space. Development of such links will augment the development and delivery of Government 2.0 to all Australians.

A Memorandum of Understanding between the United Kingdom Information Commissioner and the United Kingdom National Archives  sets out how they will work together on promoting and monitoring a code of practice, issued under the Freedom of Information Act, which prescribes good practice in records management and applies to all FOI authorities and other bodies subject to the Public Records Act 1958. This could serve as a good model for cooperative arrangements between the National Archives of Australia and the proposed Office of the Information Commissioner. 
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� An item is an individual record in any format, such as files, volumes, maps, photographs, or sound recordings.
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