Towards Government 2.0: An Issues Paper

Submission

Department of Agriculture, Fisheries and Forestry

The department is pleased to provide its submission to the Government 2.0 Taskforce, and looks forward to contributing to the ongoing debate and consideration of ways to support the Government 2.0 initiative.
In considering the Government 2.0 aim, an information accessibility and collaboration framework needs to be developed and communicated to all parties. This framework should clearly and simply outline where information sharing and collaboration is appropriate, in a government context, and where constraints may need to be applied due to matters of national interest, commercial sensitivities, privacy, etc. 
Robust and reliable information and communication (ICT) infrastructure platforms are essential to support government agency operations and services, and specific guidance and catalogues are maintained by Federal Government security agencies on the capacity for agencies to implement new technologies which could deny service or corrupt information. Therefore, it is proposed that a whole of government information domain be developed, which supports the Government 2.0 aims, and is physically and logically segregated from the government services domain. Within the information domain it is suggested that an information “mall” or “broker” facilitating a robust search engine is developed.

Consideration should be given to what is being proposed against existing government information already accessible via agency and ministerial websites, whole of government portals, and other published information. 

The department fully supports the statement in the Issues Paper: “The use by government of collaborative platforms is a relatively new phenomenon and may require a rethink of applicable rules, policies and practices. It also requires the development of social and online norms in government-citizen relations.”

There is an opportunity, in the early stages of this process, to take advantage of lessons learned from the work already undertaken in this area by other countries, such as the United States and European Union. In addition, lessons can also be learned from the implementation and utilisation of Whole of Government portals, which appear to be losing momentum.
Specific comments

Education
It is particularly important that APS staff be supported in developing a better understanding of information management principles, acceptable or inappropriate information sharing issues, implications and uses of web 2.0 technologies including opportunities and limitations.
It should be noted that the adoption of the use of web 2.0 technologies in public & private organisations has been constrained by perceptions that they add little to supporting business objectives and outcomes, i.e. at best that they extend individual’s use of social networking into the workplace which would impact productivity.
Equally, citizens need to be informed on what information is already available through online and other means, limitations on the provision of certain information by government and how their input to collaboration opportunities may be treated or moderated.
Target audience

Given the nature of government business and activity, there are fundamental questions that need to be addressed in considering information sharing and collaboration:

· How is government defined; which agencies or organisations are included and precluded?
· Who is the information consumer; can you limit it to Australian citizens?
· What are the exclusions from expanded information sharing and collaboration, related mechanisms and processes - eg participation or access by foreign governments or hostile parties?
· Alternative communication channels where use of technology capability or access is limited?
The focus of the discussion paper seems to be on the Australian public.  But electronic dissemination of information complies with few physical boundaries, and care should be taken against disadvantaging the Nation by making useful information available to its competitors.  Information is a national capital asset and needs to managed accordingly.
Australian Public Service Legislative Framework
Recent media coverage on public and private sector employees participating in public domain social networking sites highlights that there are tensions and grey areas with regard to appropriate conduct. This will be amplified within the Australian Public Service in relation to the application of APS code of conduct and other protocols, and will necessitate consideration and guidance on boundaries for managers and employees.
There also will be a need to align expectations of Executive Government and agency management with regard to the extent and application of information sharing and collaboration. 
Protection of Australian Government Information
The Australian Government Information and Communications Technology Security Manual (ISM) outlines principles, standards and guidance for agencies on determining the need to secure of information systems and networks, and what they can do to secure them.
The use of web 2.0 technologies presents known risks with regard to providing a fertile platform for hacking, phishing, introducing malware, etc. The use of these technologies can also lead to unintended consequences associated with their adaptation over time.
It is important to ensure that any proposed platform conforms with, or enable agencies to comply with, the ISM and other industry standards in managing the potential risks for government information and service delivery. A proposed information platform is canvassed below that could provide an appropriate solution in this regard.

It should also be noted that information sharing itself provides the potential to enable any party to access information fragments, that may be classified at one level, and the ability to piece together these fragments into an information-set, that would have been classified at a higher level, which may not have been intended for release holistically.
Information Management Principles and Standards
Within government the transition from a record-keeping culture to an information management culture will have an impact on the ability to support an information accessibility framework. In this regard the maturity levels of government agency capabilities may be variable, which is reflected by issues associated with data silos, information formats, data volumes and quality.
It should also be noted that agreement to adopt metadata standards within government information systems and across jurisdictions has been problematic. It is important to establish and agree on information standards to support accessibility, sharing and collaboration, and the following standards are suggested: AGLS (metadata standard, AS 5044), PDF, XML, and VoiceXML.
The following issues have been identified for further consideration:

· Who funds the cost of changes to standards over time, including the conversion of existing information stores;
· How to deal with intellectual property and information capital investment; and
· Guidance concerning the timely provision and availability of information to support Government 2.0 aims.
Government 2.0 Information platform

As mentioned earlier, a government information domain would ideally provide for an information “mall” or “broker” facilitating a robust search engine, and this would be segregated from the government services domain. The following issues will need to be addressed irrespective of the approach adopted:
· How would agencies and consumers provide and retrieve information securely from the information platform without increasing risks of introducing malware, etc?

· How long would data be stored or continue to be made available from the information platform?

· How would the platform interface with existing Federal Government websites and portals?

Role of Information Commissioner

The proposal to establish an Office of the Information Commissioner is supported to promote Government 2.0 aims. It is envisaged that, apart from promoting a pr-disclosure culture across Government, the Information Commissioner should be responsible for:

· Developing and maintaining the information accessibility and collaboration framework, rules and education;
· Dispute resolution arising from access, non-disclosure and collaboration moderation;
· Oversee and manage the information platform, including storage, availability, mall/broker, etc; and
· Determine the National Archives of Australia role and support of Government 2.0 aims.
Early adoption 
It is proposed that the targeted use of existing and successful programs and collaborations should be used to demonstrate information sharing and collaboration opportunities, potential, education and awareness. Two examples within DAFF are the Next Gen Farmers and AQIS “quarantine matters” campaign, where access to information, input and provision of alerts could be adapted from traditional media and current Web 1.0 technology delivery mechanisms to be deployed over WEB 2.0 technologies, such as facebooktm.
Testing Issues Paper Assumptions

The department wishes to question two underlying assumptions.  The first is that the audience would wish to engage the government in an online fashion.  While it is true that there is an emerging demographic that embraces technology, sometimes referred to as the network generation (netgen) there is a demographic that rejects technology.  The ECAR Study of Undergraduate Students and Information Technology 2007 found that about one third of undergraduates represent the netgen profile and that an important minority avoid technology.  This highlights the importance of channels, other than online web 2.0 technologies, in reaching that proportion of the community that prefer to be engaged in a more traditional fashion. In particular, the department suggests that close attention be paid to rural and regional differences in demographics, capabilities, access to technologies, and cultural differences.
The second assumption is founded on the ‘build it and they will come’ fallacy.  The literature is filled with numerous discourses and examples of failed technology projects and initiatives.  Contemporary wisdom is that the business problem should first be defined, followed by consideration of the technology options that might resolve the business need.  Approaches where business uses are sought for identified technology solutions have not had high success rates.  Given the potential costs and structural and cultural change that could be impacted by the Government 2.0 initiative, a measured approach should be taken whereby selected projects with defined requirements and limited objectives are used to incrementally introduce this changing way of conducting government.

